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Separation of Duties in an Organization
In my opinion, separation of duties of the personnel is an important factor to consider when running an organization. This is because there are negative issues that are likely to arise in the case, where everyone in the organization gets access to information in the system. Such issues include breach of security, loss of confidentiality as well as maintaining integrity of the information in the system (Boice, 2018). Separation of duties ensures that each and every individual in a certain section is accountable for his/her actions. It also makes it easy to trace the cause of any problem in the system, which is not the case in an organization where everyone gets free access to information.
	As far as I am concerned, free access to information by everyone in the organization is bound to cause insecurity in the system. Important information in the system may be accessed by the outsiders through the collusion of the outsider with the personnel in the organization (Foy & Lal, 2016). If the information is sensitive, it may be used for destructive purposes. It is therefore a requirement to assign different duties to different individuals or groups so as to ensure safety of any information (Wyber, 2017). By so doing, confidentiality is maintained and ensures that no information falls on the wrong hands.
	Integrity of data in the systems is also at risk of alteration with the aim to commit fraud by dishonest personnel (Foy & Lal, 2016). Addition, removal, deletion and any other such form of edition meant to tamper with the information, may render the information in the system unauthentic. It may also be difficult to trace the changes in the data status since everyone can access the information and make alterations to the systems data (Pettinger, 2017). Actions such as deletion may cause loss of essential information in the system and may lead to disruption of normal operations of the organization. With all these in place, information systems become easy to manage.
Response to Samuel Brandt
I am in complete agreement with Brandt’s opinion on separation of duties. I also think that one, among many key values of any organization is transparency. It can only be effective if the roles of every individual, are defined clearly to prompt all workers to perform their activities with complete honesty so as not to be caught on the wrong by external non-partial auditors. As he puts it, the systems security policies should be tested by different people other than the ones who made those policies, and I concur. With this in place, clarity and understanding of the policies by all the workers within the organization is ensured. To add on that, it also ascertains that the security system personnel is not the one that breaches the system especially if it’s the only one that understands and can manipulate the system as has been the case in some organizations. Similarly, I believe that separation of duties helps curb cases of favoritism in compensation of employees and nepotism, and alternatively, encourage equity and employment by qualification.
Response to Rick Stevenson
As much as I agree with Stevenson’s argument on the matter, I still hold on to the fact that separation of duties makes it possible to trace the source of errors no matter the number of people involved. Even if two people that are responsible for an area of specialization collude, they can be identified and source of errors traced and eliminated completely, rather than just reduce them as Stevenson states. Undoubtedly, assigning multiple duties to a single person may lead to losses in the organization. Looking at the example he gave about the movie theater, it is true to say that multiple duties to a single person is unbecoming. I would like to add that the idea of assigning two duties to the employee, may lead to unproductive work progress. Specialization in one activity is encouraged for any other business to realize good profits. In the same way, separation of duties ensures integrity and accountability in performing tasks.















References
[bookmark: _GoBack]Boice, D. (2018). 10 Steps to Investigate Employee Theft According to a Professional Investigator. Retrieved from https://www.trustify.info/for-business/insight/how-to-investigate-employee-theft
Foy, B., & Lal, M. (2016). The importance of segregation of duties in preventing fraud. Retrieved from https://www.rsm.global/newzealand/news/importance-segregation-duties-preventing-fraud 
Pettinger, T. (2017). Specialization and division of labor. Retrieved from https://www.economicshelp.org/microessays/as/specialisation-division-labour/
Wyber, S. (2017). IFLA -- IFLA Manifesto on Transparency, Good Governance and Freedom from Corruption. Retrieved from https://www.ifla.org/publications/ifla-manifesto-on-transparency-good-governance-and-freedom-from-corruption

